110 TOCYOAPCTBEHHAS CNYXBA 2023 TOM 25N26 * PUBLICADMINISTRATION 2023 VOL.25 No.6
MexayHapoaHblii onbIT

MCCJIEOOBATE/IbCKAA CTATbA
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AHHoTauma: C pasBuTMEM MH(OPMALMOHHBIX TEXHOMOMMIA U rmobanusaumeit MHTepHeTa NMYHbIE AaHHbIE
CTanu ysa3BUMbIMU Nepes, HOBbIMU BMAAMM PUCKOB M yrpo3. Llenb cTaTbu — paccMOTpeTb KNtoYeBble MeXayHa-
POLHO-NPaBOBble HOPMbI, CTAHAAPTbI M KOHBEHLMMU, OPUEHTUPOBAHHbIE HA 3aLLMTY NpaB JIMYHOCTU B chepe
umdpoBoi 6e3onacHOCTH. B cTaTbe onpenenstoTcst CUbHbIE M C1abble CTOPOHbBI CYLLECTBYIOLWMX MEXAHU3MOB
M UX COOTBETCTBME BbI30BAM COBPEMEHHOTO LMdpoBoro naHawadTa. Ha GoHe BbICTPOro TEXHONOrMYECKOro
Pa3BWUTMS U MOSIB/IEHUS HOBbIX BUAOB Yrpo3 aBTOPbl MNOAYEPKMBAOT BAXKHOCTb NOCTOSAHHOTO OBHOBNAEHUS U
apanTaumn MexayHapOLHbIX NPaBOBbIX MHCTPYMEHTOB s obecriedeHns 3P OEKTUBHONM 3aLLMTbI IMYHOCTU OT
LUMPPOoBbIX pUCKOB. LIndpoBbie TEXHONOrMM UMEKT MOTEHLMAN KaK A1 CHUXKEHMS, TaK M Ons ycyrybneHus
OMCKPUMUHALMMY B Pa3IMUHbIX Chepax XM3HWU. BaxKHO yumMTbIBATb, YTO TEXHONOMMM CaMu No cebe HeNTpasbHbI,
HO MX pa3paboTka, NpUMEHEHUE U aNrOPUTMbl MOTYT CTaTb MCTOYHUKOM AUCKPUMMHALMK. YTpo3bl B Kubepnpo-
CTPAHCTBE YaCTO MMEIOT TPAHCTPaHUYHbINM XapakKTep, U UX pelieHne TpebyeT COBMECTHbIX YCUMM MUPOBOIO
coobuecTsa.

KnioueBble cnoBa: umdpoBble TEXHONOMMM, LMPPOBbIE Yrpo3bl, IMYHbIE AAHHbIE, MEXAYHAPOLHOE MpaBo,
3aLUMLLEHHOCTb JIMYHOCTU, MHPOPMALMOHHAs 6€30MacHOCTb

bnaropapHocTb: CTaTbsi NOArOTOB/NIEHA B paMKax BbIMOMHEHWS! HAYYHO-MCCNIEA0BATENbCKOM paboTbl rocyaap-
ctBeHHoro 3agaHuns PAHXuIC npu lMpe3unpeHte Poccuiickon ®enepaumnm no teme: «CoBepLUEHCTBOBAaHUE
3aKOHOLATENbCTBA B 06/1aCTU 3aLUMLLEHHOCTU IMYHOCTU OT MHOPMALMOHHBIX Yrpo3 B LMdPOBOI cpese.
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Introduction

The advancement of digital communications and the
evolution of information technology have made it nec-
essary to create efficient international legal frameworks
to protect personal data from emerging online threats.
In this regard, the main goal of such mechanisms is
to achieve a balance between privacy, innovation, and
freedom of expression.

Safeguarding against digital threats is inextricably
linked to the information security field. Within the
framework of information law, information security
is a self-contained and multifaceted legal construct
that impacts all aspects of public life and guarantees
sustainable functioning of the state [Beketov, 2004.
P. 33].

Defining “information security” and “information
security mechanisms”

The term «information security» is enshrined in the In-
formation Security Doctrine of December 5, 2016. «In-
formation security is a condition for protecting the indi-
vidual, society, and the State from internal and external
information threats, which ensures the realization of
constitutional rights and freedoms of man and citizen,
decent quality and standard of living of citizens, sover-
eignty, territorial integrity, and sustainable socio-eco-
nomic development of the Russian Federation, national
defense, and state security»!. Legal regulation ensures
a balance of interests for the individual, the state, and
society in the digital information environment.

Thus, the definition of information security is a rath-
er broad and complex concept; information security is
becoming a global and transboundary concern, imply-
ing a comprehensive approach to security.

There are several approaches to defining the «in-
formation security mechanism». This category is not
disclosed at the legislative level; however, if we look
at the definition of «mechanism» in jurisprudence, we
find that it refers to a system of interconnected, func-
tional elements [Morozova, 2011]. Therefore, given the
context of the topic under consideration, we can say
that the existing mechanisms are used to guarantee the
object’s information security.

A.S. Boitsov mentioned that the «information secu-
rity mechanism» is aimed at preventing the source of
threats [Boitsov, 2015].

In their study, Litvinova Yu.l. and Kiss S.V. [Litvinova,
Kiss, 2020] defined «information security mechanisms»
as several existing or newly created state bodies, public
entities, and deliberately formed legal, political, and

1 Doctrine of Information Security of the Russian Federation.
Approved by the Decree of the President of the Russian Federa-
tion dated December 5, 2016, No. 646. https://rg.ru/docu-
ments/2016/12/06/doktrina-infobezobasnost-site-dok.html

other links between them to ensure the national inter-
ests of the state and the individual in the information
sphere.

International privacy law and standards

In the past, society paid little attention to the concepts
of «safety» and «information security» [Levda, 2017].
This was mainly due to the barriers for accessing them,
which were supported by the closed nature of the secu-
rity field, seen as the prerogative of the highest political
bodies, mainly focused on military aspects. However,
presently, there is a paradigm shift.

When we refer to the protection of personal infor-
mation, it includes two major aspects: the protection
of personal data and the right to personal privacy.
International regulations strive to balance the need to
use data with protecting individual rights in the digital
environment.

International privacy law encompasses a set of stan-
dards, norms, and conventions aimed at safeguarding
the rights and privacy of individuals in an international
context. In an era of globalization and world connectiv-
ity, we see a lot of data crossing borders. International
norms provide guidelines for the safe and legal transfer
of data between countries.

According to E.V. Vostretsova [Vostretsova, 2019.
P. 209], the primary goal of information security stan-
dards is to create a basis for interaction between pro-
ducers, consumers, and certification specialists.

Representatives of the realistic approach, R. An-
derson and R. Hundley [Hundley, Anderson, 1994],
consider the issue of ensuring information security
through information infrastructure and efficient threat
counteraction principles.

At the same time, representatives of the liberal ap-
proach insist on the mutual trust and cooperation prin-
ciple. We should note that a number of international
documents refer precisely to the liberal approach.

International legal mechanisms can be divided into
two comprehensive and interdependent strands:

1. International legal agreements;

2. Standardization.

The authors incorporate concepts, declarations,
doctrines, conventions, and other agreements govern-
ing the information domain into the legal direction.
International legal agreements are the foundation for
further elaboration of standards.

Software developers and data processors are re-
quired to follow certain standards as part of standard-
ization. Certification specialists view standards as an
instrument to provide an assessment of a system’s
security level. Other core aspects of data protection
include encryption techniques to safeguard data con-
fidentiality, intrusion monitoring and detection, and
application security.
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The international human rights law imposes certain
obligations on the StateZ.

International treaties and conventions have been
developed in response to the violation of people’s rights
to personal security. With the growing threat of infor-
mation attacks and cybercrime, the documents below
are still relevant:

1. The Universal Declaration of Human Rights was
adopted by the UN General Assembly in 1948. Article
12 recognizes privacy and protection from arbitrary
interference with personal and family life3.

2. The European Convention for the Protection of
Human Rights and Fundamental Freedoms was adopt-
ed by the Council of Europe in 1950. Article 8 of this
convention guarantees the right to protect privacy and
personal data*.

3. The International Covenant on Civil and Political
Rights (ICCPR, Art. 17) provides the right to protection
against arbitrary or unlawful interference with person-
al life or privacy>.

4. The 1981 Council of Europe Convention for the
Protection of Individuals with regard to Automatic
Processing of Personal Data, also known as Convention
108. The treaty aims to ensure the protection of human
rights in the field of automated processing of personal
data®.

5. The Budapest Convention on Cybercrime, which
was adopted by the Council of Europe in 2001, contains
rules regarding offenses against computer systems and
data security. This convention is the earliest interna-
tional treaty on crimes committed through the Internet
and other computer networks?. This convention aims to
protect society from cybercrime and promote interna-
tional cooperation.

2 International human rights law. UN Office of the High Commis-
sioner for Human Rights. https://www.ohchr.org/ru/instru-
ments-and-mechanisms/international-human-rights-law

3 The Universal Declaration of Human Rights. Adopted by Resolu-
tion 217 A (III) of the UN General Assembly of December 10,
1948. https://www.un.org/ru/documents/decl_conv/declara-
tions/declhr.shtml

4 The European Convention on Human Rights (as amended and sup-
plemented by Protocols No. 11, 14, and 15, together with the Addi-
tional Protocol and Protocols No. 4, 6, 7, 12, 13, and 16) of 1950.
https://www.echr.coe.int/documents/d/echr/Convention_RUS

5 The International Covenant on Civil and Political Rights. Adopted
by General Assembly resolution 2200 A (XXI) of December 16,
1966. https://www.un.org/ru/documents/decl_conv/conven-
tions/pactpol.shtml

6 The Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data (Strasbourg, January 28,
1981). https://26.rkn.gov.ru/law/p7096/p14811/

7  The Budapest Convention on Cybercrime. Council of Europe. https://
www.coe.int/en/web/cybercrime/the-budapest-convention
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6. In 2016, the European Union adopted the General
Data Protection Regulation 95/46/EC. This regulation
regulates the processing of personal data in member
states and establishes the rights of data subjects and
the requirements for data collection and processings.

Digital technologies can both lessen and increase
discrimination in different spheres of life. Technology
itself is neutral, but its application, design, and algo-
rithms may contribute to discrimination.

Using the Declaration on the Manipulative Power of
Algorithmic Processes as a guide, let us examine some
aspects of how digital technologies affect discrimina-
tion?:

e Algorithmic discrimination: algorithms may rely
on insufficiently diverse data or contain biases that
lead to incorrect conclusions and discrimination. For
example, job recommendation algorithms may restrict
certain groups of individuals.

e Social and economic segregation: technological
solutions that rely on accessible data may increase so-
cial and economic inequalities. For example, the use of
digital profiles can increase social segregation.

Digital threats are not limited to the borders of a
particular country; therefore, international cooper-
ation in data protection becomes critical. Promoting
agreements and standards governing cross-border data
processing is a primary goal for international organiza-
tions such as the UN and the OSCE. The Russian Feder-
ation supports its allies at the United Nations in their
efforts to ensure that states fulfill their commitments10
and prevent cyberattacks originating from their ter-
ritory that could threaten personal security and state
sovereignty. Article 19 of the Updated Concept of the
UN Convention on International Information Security
provides that ICTs should not be used to violate human
rights and freedoms.

Additionally, the 77th session of the UN General
Assembly, held on December 7, 2022, adopted a res-
olution on «Developments in the field of information
and telecommunications in the context of international
security». This document emphasizes the importance of

8 The European Union’s General Data Protection Regulation
(GDPR). GDPR Text. https://gdpr-text.com/ru/

9 The Declaration by the Committee of Ministers on the manipula-
tive capabilities of algorithmic processes of February 13, 2019.
Council of Europe. https://search.coe.int/cm/pages/result_
details.aspx?0bjectld=090000168092dd4b

10 Updated Concept of the United Nations Convention on Interna-
tional Information Security (2023). National Agency for Interna-
tional Security. https://namib.online/wp-content/uploads/
2023/07/86%D0%B8%D0%B8-%D0%9E%D0%9D-%D0%BE-
%D0%9C%D0%98%D0%91-%D1%80%D1%83%D1%81%D1%
81%D0%BA.pdf
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international cooperation for securityll. The adoption
of such an instrument demonstrates states’ desire to
effectively regulate and coordinate efforts in the field of
information security.

Special attention is paid to international coopera-
tion as a key factor in ensuring security in the digital en-
vironment. This emphasizes the recognition that cyber
threats are often cross-border in nature, and their solu-
tion requires the joint efforts of the global community.

Technical security measures are a set of standards
and practices that guide organizations and govern-
ments across the globe to establish effective practices
to protect personal data. For example, the International
Organization for Standardization (ISO) is the most
authoritative in the field of standardization. ISO has de-
veloped several standards dedicated to data protection
and information security, including ISO/IEC 27001 and
ISO/IEC 27701. The standards define requirements for
information security management systems and a series
of practical guidelines for ensuring data security. We
should also mention the NIST cybersecurity Frame-
work12, which is a guide from the U.S. National Institute
of Standards and Technology that describes cybersecu-
rity principles, methods, and practices.

Despite the numerous documents developed and
the comprehensive approach to the issue of personal
data protection in the digital environment, there are
still several gaps. For example, rapid technological ad-
vancement can cause existing standards to become out-
dated and fail to regulate identity protection reliably.

11 Basicdocuments in the field of international information security.
National Agency for International Security. https://namib.online/
wp-content/uploads/2023/01/A_RES_77_36-RU-
%D0%9C%D0%98%D0%91-7.12.2022.pdf

12 NIST Cybersecurity Framework. National Institute of Standards
and Technology. https://www.nist.gov/cyberframework

Legal mechanisms may not keep up with innovation
due to the complexity of international decision-making,
which could lead to threats evolving more quickly than
countermeasures. Furthermore, ineffective state coor-
dination and cooperation may leave gaps that attackers
can take advantage of.

States are finding it difficult to agree on information
security measures because of the tense international
environment and the growth of full-scale information
warfare. As a result, they are ignoring the chance to
work together and prioritizing their interests over the
safety of individuals in the digital sphere.

Conclusion
Protecting personal information online is becoming a
more relevant and complicated concern in the digital
age, as technology plays a growing role in the digital
world. International legal frameworks are crucial in-
struments for guaranteeing the safety and security of
private data in the digital era. They provide the foun-
dation for setting standards, legislation, and required
practices. Nevertheless, to address emerging risks and
challenges, we must continuously modify these mecha-
nisms due to the rapidity of technological development.

All foreign laws, acts, and standards are diverse;
however, they all follow the same logic: as a require-
ment for compliance, every regulation mandates the
regular implementation and maintenance of a risk man-
agement process. This requires ongoing cooperation.
Apart from creating a formal information security pol-
icy, regulators are also requiring more frequent audits
of the implemented security measures that have been
evaluated by an impartial third party.

These mechanisms provide the foundation for a
safer and more secure digital environment where indi-
vidual rights and privacy remain a priority.
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NHOOPMALINOHHO- B MoHorpadun paccmotpeHbl Hanbonee 06LECTBEHHO OMacHble Yrpo3bl MHGOPMALMOHHO-MUPOBO33PEHYECKOM
MUPOBO33PEHYECKAA
BE30MACHOCTb B HTEPHET-MELUA

6€e30MacHOCTM B HOBOW KUbeppeanbHOCTH, K YMCY KOTOPbIX OTHOCATC MponaraH4a W NpOABMXEHWe YenoBekoHe-
HABMCTHUYECKUX MAEONOTUIA M KPUMUHANBHBIX CYOKYNLTYp CETEBbIMU MONOAEXKHLIMM COOBLLECTBAMM, ABMKEHUSIMM 1
OpraH13auusMm, B TOM Y1CIe SKCTPEMUCTCKOTO M TEPPOPUCTUYECKOTO TOMKA, MPONaraHaa aHTUCEMENHbIX LEHHOCTEN,
KMbepOyNanHr 1 T. 4.
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